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Abstract

Businesses are becoming more conscious of operational risk management practices due to the COVID-19 pandemic. How-
ever, some firms practice risk management without fully comprehending how it might help them and their needs. As a result,
companies that practice risk management without realizing it are being controlled by the discipline itself. The goal of this
study is to look into the epistemic process of risk management practice in the workplace. This phenomenological study
interviewed 39 risk management officers, executives, and employees. Data are thematically analyzed. This study discovered
five epistemic processes of risk mapping using Foucault’s governmentality paradigm. This phenomenological study, interest-
ingly, revealed the black box of risk management practices, as well as the behavior of risk management officers, executives,
and risk owners who preferred to monitor the compliance aspects of risk management practices rather than comprehend
the capabilities of risk management that could be used within their strategic planning process. Unaware of this black box,
organizational actors were blanketed by the organization’s culture of fear, which created the impression that the authority
was always watching every word said and every action taken. Practically, this study contributes an improved understanding
of the real function of risk management that helps them justify the practice and reduce unnecessary fear. The paper concludes
with limitations and research recommendations.

Keywords Sustainable practices - Extended case study - Governmentality - Operational risk management - Phenomenology

Introduction reputation, accountability, and responsibility toward its

stakeholders (Zainuddin et al. 2020a, 2020b). As a result of
Risk management becomes an act or proof of strong cor-  being too obsessed with this rationale, organizational actors
porate governance in a more focused setting such as a busi-  such as employees and executives who are assigned as risk
ness organization, which enhances organizational practices, = owners, management control owners, and risk champions

in the risk management structure are more likely to comply
with risk management practices without having the intention
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or interest to inquire about their implications on them (Koval
2021). Many previous studies focus on the benefits of adopt-
ing an operational risk management system (Kwak et al.
2018; Callahan and Soileau 2017; Munir et al. 2020; Hopkin
2018). However, no study gives attention to the real reason
for the implementation and compliance of risk management
adoption, which welcomes an organization’s emergence of
a risk management system. Hence, this study aims to reveal
the process of risk management practice in the organization,
which may uncover the black box of the epistemic process of
risk management discipline in the organization and implica-
tions toward organizational actors.

The operational risk management system has become a
hot topic among corporations, particularly those that man-
age public money, such as pension institutions and aid
employees with substantial holdings. This organization is
also affected by the capitalist economy and industrializa-
tion, since it has been corporatized to become a more mature
and efficient organization in handling the funds it holds. As
in Malaysia, numerous institutions hold substantial funds
such as EPF, KWAP, and Tabung Haji. These companies
must maintain their image, responsibility, and legitimacy
because they will always be scrutinized by the public and
government stakeholders. Companies of this nature cannot
avoid the burden of demonstrating their ability to manage
public monies. One technique is implementing an effective
operational risk management system capable of lowering
risks that could harm the organization. The operational
risk management system implementation receives a great
deal of attention, and the country’s senior management
frequently underlines the advantages of implementing it.
During national management-related debates in parliament
and the people’s house, for instance, questions regarding
the adoption of risk management systems for government
projects involving firms that handle government funds are
frequently raised by representatives of the people. Everyone
is persuaded that operational risk management implementa-
tion can provide a high level of assurance for the success of
projects and corporate management.

However, some businesses deploy an operational risk
management system due to external pressure and not
because of the system’s utility and benefits to the businesses.
These businesses cannot determine the optimal function and
benefits an operational risk management system can pro-
vide for their operations because they feel pressed and com-
pelled. Instead of utilizing a risk management system that
was adopted with a specific level of investment, they just use
it to portray a positive image to stakeholders. Even though
many researchers from various fields and backgrounds have
conducted numerous studies on risk management systems
(see American Diabetes Association 2018; Wang et al. 2020;
Szymariski 2017; Burtonshaw-Gunn 2017; Leo et al. 2019;
Greuning and Brajovic-Bratanovic 2022), the question of
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why many companies that implement operational risk man-
agement systems that require an investment of money, time,
and energy are still not successful and some fail to man-
age risk in their operations, so why some business fail and
cannot face the risk of continuing to survive, especially
when a global economic crisis strikes the world, remains
unanswered.

Although organizations must adopt risk management as
strategic planning, there is a lack of studies that focus on
the side effect of the adoption on employees. This creates
an unfair treatment of the employees (Rachidi et al. 2022).
In addition, there is a lack of studies focusing on the phe-
nomenon that causes unnecessary fear among employees.
Lack of knowledge and understanding about the real func-
tion of risk management is a cause of chaos (Patwary et al.
2022a; Rodrigues et al. 2020; Sharif et al. 2022; Wang et al.
2022; Wu et al. 2022). This phenomenology-based study
aims to determine how the company’s risk management sys-
tem is deemed an effective and valuable strategy for man-
aging the company’s operational risk. The main contribu-
tions produced by this study are i) in practice, employees,
and risk management officers get a better understanding of
the main function of risk management that helps to reduce
their feeling of fear; ii) from a theoretical perspective, the
governmentality framework demonstrates the elements of
the epistemic process of risk management discipline in the
case company; iii) empirically, this study highlights how
the macro and micro-organizational elements connected to
assist the evolution of risk management in the case company.

In the subsequent sections, this paper presents a litera-
ture review section that mentions a relevant study from the
past related to risk management and governmentality that
contributed to the development of this study. Next, the meth-
odology of this paper is presented. Then, the case study find-
ings and discussions are presented. Lastly, the paper ends
with a conclusion section.

Literature review
Risk management

In an organizational context, risks are classified according
to the nature of the firm. Risk management studies within
an organizational context have discovered various risk cat-
egories such as operational risk (Alvarez-Alvarado and
Jayaweera 2020), financial risk (Yagli 2020; Hashim et al.
2022; Patwary 2022), strategic risk (Zadeh et al. 2021), sup-
ply risk (Igbal et al. 2020), regulatory risk (Weatherburn
et al. 2020), etc. In managing these risks, every employee in
the company is held accountable, particularly in recogniz-
ing, identifying, reporting, and controlling the risks. These
employees are assigned risk management roles, jobs, and
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designations whose descriptions can be found in risk man-
agement guidelines or standards (see ISO 2009a, 2009b,
2018, 2019). To maintain consistent and successful risk
management practices, the company must be fully aware of
its internal and external environments (Hopkin 2018). Get-
ting a good understanding of the surrounding environment
may quickly address some risks, which improves the firm’s
control and monitoring mechanism (Poteat et al. 2020).

Various organizational characteristics influence organi-
zational actors' attitudes toward risk management practice
(Fadzil et al. 2017), which is also known as risk attitude. The
nature of the firm (Brunsson and Olsen 2018), top manage-
ment influence (Wijethilake and Lama 2019), government
impact (Patwary et al. 2022b; York et al. 2018), organiza-
tional actors’ knowledge and competence (Zhou et al. 2018),
and cost of risk management implementation are all factors
to consider. In other words, the pressure from the above-
mentioned elements influences the conduct of organizational
actors such as employees responsible for implementing risk
management systems. On the other hand, the organization
looks at risk management as a way of persuading organiza-
tional actors, such as employees, to behave in a certain way
as approved by the risk management practice (Hillson and
Murray-Webster 2017).

Governmentality

In 1979, Foucault developed the term governmentality. The
concept of government, according to Foucault, is the con-
duct of conduct. In applying Foucault’s concept of govern-
ment and governmentality, it can be seen not only in the
administration of the state and citizens but also in the gov-
ernment that signifies issues of self-control, management
of a family, management of children, management of males
and females, and management of souls. Thus, Foucault’s
meaning of government is wide ranging, from governing
the self to governing others. In brief, the government means
to conduct others and oneself, and governmentality is about
how to govern.

Moreover, the concept of government involves strategies,
agendas, plans, aspirations, dreams, missions, visions, tac-
tics, techniques, programs, and blueprints of authorities that
shape the beliefs, confidence, trust, and conduct of the popu-
lation (Nettleton 1991, p. 99). Hence, the government is an
activity that aims to shape or affect the conduct to conduct
people (Gordon 1991; Holmes and Gastaldo 2002).

Nowadays, governmentality can be achieved through
applying knowledge as technology in an institution.

Accordingly, this study adopts Maran et al.’s (2016)
governmentality framework, as shown in Fig. 1. The frame-
work suggests that application of governmentality is divided
into two dimensions with a reciprocal connection. The first
dimension represents the macro-organizational level. At

the macro-level, the discursive dimension of governmen-
tality is highlighted. In this dimension, discourse, rhetoric,
and language are used to promote the government’s ideol-
ogy in political discourses. Here, the political discourses
are divided into high and operational. In high political dis-
course, all the political rationalities will discuss the spe-
cific ideology/agenda. In operational political discourse, the
ideology/agenda have been operationalized into government
programs. The second dimension represents the micro-
organizational level. At the micro level, the organization
uses government technology to operationalize the agenda
promoted at the macro-organizational level. Here, the knowl-
edge and government apparatus that has been institutional-
ized provides and receives support for/from the first dimen-
sion. Figure 1 depicts that both the macro- and micro-levels
(in both dimensions) are learning from each other. Finally,
the two-way arrows show that each part is communicating
with each other (Maran et al. 2016; Patwary et al. 2022c;
Aziz et al. 2019).

The governmentality framework adapted and used in this
study explains the forces that contribute to the epistemic
process of risk management emergence in organizations.
Both governmentality dimensions (discursive dimension of
governmentality and technologies of government) provide
context that generates five epistemic processes that support
the adoption and development of a risk management system
within an organization.

Methodology
Research design

This research uses a post-positivistic accounting paradigm in
which a positivistic accounting approach is unable to explain
dynamic phenomena in an organization. Under the post-pos-
itivistic accounting paradigm, a qualitative method is the
most appropriate option. To solve the research challenges
mentioned in the previous quotation by Burawoy (1998), this
study’s technique and methodologies must assist researchers
in identifying and explaining the connections between the
macro-political and micro-organizational components of risk
management practice. As a result, an extended case study
was used. An extended case study provides a more in-depth
examination of a company’s risk management practices.
Within the field, a primary organization has been chosen.
The selected company is then called the case company. To
achieve the research objective, the case company’s employ-
ees and risk management officers were selected as the unit
of analysis. They are subjected to an interview. It is because
based on risk management standards, all the case compa-
ny’s employees and risk management officers are respon-
sible for identifying, managing, treating, and reporting risk
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Fig. 1 Governmentality frame-

work. Source: adapted from
Maran et al. (2016)
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through a structured process to the designated committee.
The case company was chosen as it is the largest Malaysian
organization and one of the world’s oldest organizations of
sort that is mandated to manage public funds. After going
through some security checks and proper procedures, the
researcher was given 3 months of access as an employee to
enter the company and conduct the study within the com-
pany’s business hours. All related employees found dur-
ing the study period were interviewed and asked relevant
questions to answer the research questions. The researcher
has been given a few opportunities to attend the case com-
pany’s meetings and workshops. During the meetings and
workshops, the researcher took the opportunity to meet the
employees and risk management officers as much as possible
to be interviewed.

Sampling and data collection

During the fieldwork, 39 risk officers, executives, and
employees from various departments, including risk
management, operation, investment department, and top
management appointed for managing risk, were success-
fully interviewed. During the 3 months of field work,
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several employees were questioned twice or three times.
Because the employees can be met every day during work-
ing hours, the researcher can conduct many interviews.
A total of 42 interviews were completed. The interview
data is acquired and transcribed during and after the field
activity.

Following the transcribing process, each data point
is double-checked against the interviews to ensure cor-
rect information. Thematic analysis is used to evaluate
the transcribed data, allowing the researcher to categorize
and frame the major theme related to the phenomena using
the governmentality framework. Patterns can be identi-
fied, analyzed, and interpreted through thematic analysis,
especially those that are derived from qualitative data.
For a qualitative data study, thematic analysis is a very
valuable tool. Researchers employ this technique to gain a
deeper knowledge of the data. It is utilized to comprehend
people’s experiences, opinions, and behaviors. In doing
qualitative research, researchers employ thematic analysis
extensively. In the context of this study, thematic analysis
is used to obtain a deeper knowledge of the experience
and viewpoint of employees and risk management officers
pertaining to risk management practice.
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Subsequently, an extended case study method devel-
oped by Burawoy (1998) is used for data analysis to explain
the relationship of each theme found during the thematic
analysis.

Data analysis and coding

In the data analysis process, the interview material is
grouped and coded depending on the researcher’s obser-
vations and interviews. A notebook is utilized during the
fieldwork to document every action and occurrence within
the organization linked to the project. The written note and
interview data are combined for the thematic analysis.

Reliability and validity

Analysis of qualitative research is no less distinct than quan-
titative research analysis in terms of reliability and validity.
When conducting quantitative research, instrument compo-
nents and constructs are examined to determine their degree
of reliability and validity (Hashim et al. 2020a). When con-
ducting qualitative research, the correctness of the findings
depends on the researcher’s description of the data and the
verification carried out by the unit of analysis.

Because qualitative investigation is inherently subjective,
qualitative research aims to achieve high levels of internal
reliability. The study’s ability to deliver consistent and trust-
worthy results depends on the level of internal dependability
achieved during the data coding step. In qualitative research,
one method that may be used to evaluate the validity of the
findings is called respondent validation. Using this approach,
initial results are evaluated with participants to establish
whether or not they are still accurate. After the researcher
has gathered all of the data, it is time to deliver them to the
unit of analysis so that they may be verified.

Study limitations

Ten requests for qualitative research are sent out to the ten
most prominent organizations in Malaysia. For this quali-
tative inquiry, subjective semi-structured interviews were
used. However, because of worries about maintaining partic-
ipants’ anonymity, just one individual decided to participate
in the study. In subsequent research, it is feasible that it will
be possible to use alternate methodologies such as quantita-
tive approaches or case studies with smaller organizations.
These are the kinds of studies that have been done.
Regarding the mentioned internal and external elements
of the organization, other factors are more closely tied to
the employees who execute risk management practices.
These factors include attitude, subjective norms, and per-
ceived behavioral control (Nik Hashim et al. 2019; Said
et al. 2020). Because of these considerations, an action is

taken to comply or not comply with regulations that control
risk management practices. These regulations govern risk
management practices. As a consequence of this, the theory
that was used as a guide to generate the study findings also
contributes to the achievement of research outcomes that are
both clearer and broader.

Case study findings and discussion

Figure 2 shows the detailed explanation and relationship
within the case company’s epistemic process of risk manage-
ment. Epistemic process refers to the construction process of
knowledge (i.e., risk management) in the organization (Roos
and Von Krogh 2016; Choo 2016). Specifically, Fig. 2 shows
how risk management knowledge is adopted from the macro-
organizational level (through the discursive dimension of
governmentality) and then constructed into an organizational
discipline at the micro-organizational level by undergoing
an epistemic process. Based on this governmentality frame-
work, the study found the case company has adopted risk
management as one of the technologies of the government
in the organization to govern the mentality and behavior of
organizational actors such as the case company’s employees.
A certain factor in the organization shapes employees’ men-
tality and behavior such as risk management implementation
(Ashena et al. 2019 and Shanker et al. 2017), which parallels
what has been found in this study.

The extended case study has revealed how risk manage-
ment has evolved and transformed into an organizational
discipline through five main elements, which are structural,
processual, relational, cultural, and historical. These five
processes demonstrate that macro- and micro-organizational
factors may affect how an organization’s operational risk
management discipline develops. This conclusion is simi-
lar to the one made by Shah et al. (2018). They discovered
micro- and macro-organizational components that helped
a firm better understand how stakeholders perceived the
company’s flood risk management. The management of the
organization can better manage risk and meet stakeholder
expectations because of this greater understanding.

Organizational actors (micro-level) and society at the
political and economic levels (macro-level) both learn from
one another through the epistemic process. Society and
actors at all levels are adapting and learning new ways of
thinking, acting, and making decisions based on a certain
method presented as the best practice for greater perfor-
mance and improvement. The learning loop between the
two dimensions is depicted in Fig. 2. Furthermore, at the
macro-level, governmentality emphasizes how government
technology facilitates the acceptance of knowledge as a best
practice, resulting in organizational actors being disciplined
to implement and apply knowledge as an organizational
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Fig.2 Research framework
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discipline. The two-way arrow in Fig. 2 shows the distribu-
tion of tasks and powers and the risk management system
communication. The thematic analysis results are used to
describe the research framework better. The following are
the five themes that have been developed.

Theme 1: the structural element

The organizational structure is the backbone of an organi-
zation’s epistemic process of risk management discipline
(Braumann et al. 2020; Wijethilake and Lama 2019). The
structural element explains the structure, hierarchy, bureau-
cracy, and accountability within risk management prac-
tice in the organization. This is because the influence of
people with specific positions and their hegemonic power
can enhance risk management implementation in the case
company with less resistance or rejection from the peo-
ple who work on the implementation. The clarity in the
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position a person holds will also clarify his/her motivation,
along with the objectives that he/she wishes to achieve
for the organization. The senior risk management officer
mentioned:

“...we have a very good structure in risk management
implementation. At the top level, we have a risk man-
agement board committee; at the bottom level, every
head of department and spokes are appointed as risk
champions, followed by the management team who
then appointed as risk owners and management control
owners...”

Structural elements are not only in terms of their posi-
tion in the organizational hierarchy but also in terms of
whether or not they are formal or informal (Osman 2017;
Diefenbach and Sillince 2011). The official hierarchy may
be laid out in black and white in the company’s handbooks,
policies, procedures, and informal frameworks, including
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the mutual understanding of risk officers, executives, and
employees in regard to conveying any risk-related problems
to one another.

Theme 2: the processual element

A consistent and well-managed process is necessary for risk
management practice (Willumsen et al. 2019). The proces-
sual element refers to the formal organizational processes
employed by the case company in order to manage risk. The
processual element is another way the case company may
distribute powers and tasks among organizational actors.
Examples of formal organizational processes are scheduled
meetings, prompt meetings, site inspections and paper pres-
entations. The scheduled and prompt meetings are conducted
in order to discuss issues related to risk management prac-
tice. Senior operational risk management officers1, 4, and
6 mentioned:

“...in our scheduled meetings, the top management
level attends together; for example, our CEO, as part
of his task to monitor the progress and issues regarding
risk management practice in every business unit...”

From the meeting, discussion, and presentation, they will
undergo more specific processes in risk management, such
as risk identification, analysis, evaluation, treatment, moni-
toring, and review.

Theme 3: the relational element

The relational element explains the relationships of the
risk management system (RMS) and practices with other
systems, departments and branches, and employees,
also called an integrated system. The integrated system
involves integration in governance and operating activi-
ties (Gordon et al. 2009; Anam et al. 2022). Moreover,
the integration of the RMS with other systems and busi-
ness units is a fundamental principle in establishing good
communication and support (Florio and Leoni 2017;
Farrell and Gallagher 2015). Beyond merely working
together with other units, for the RMS to function effec-
tively, it needs to be embedded into the other systems,
departments, and branches, and attached to employees’
tasks. Senior analytic risk management officers 1 and 2
mentioned:

“...RMD is regarded as the second line of defence.
The front offices, such as branches and departments,
are regarded as the first line of defence, while an inter-
nal audit is the third line of defence in facing risks and
uncertainty. The three lines of defence demonstrate the
strong relationship between the RMS and the rest of
the business units....”

RMS is not a system that can function independently.
It is integrated into the systems already in place and links
the performance of workers, departments, and organiza-
tions with risk management practices. Each report cre-
ated is entered into a system that links the performance
of employees in complying with responsibilities. This is
done to ensure that the risks associated with their respon-
sibilities are well managed, and it is also done to guarantee
that other systems, including performance management
systems, are not impacted.

Theme 4: the cultural element

The researcher observation on the case company’s cul-
ture is that the cultural element explains that risk man-
agement implementation is not only seen as a part of the
employees’ task. It is nurtured as organizational culture
(Chen et al. 2019; Wressell et al. 2018), constructed, and
developed from risk thinking and risk action. For instance,
risk thinking and risk action refer to the way employees
behave in dealing with a risky situation (i.e., confidential
information); they become more alert with their surround-
ing in order not to mistakenly leak the information. The
employees are talking about risk merely in every space.
For example, during lunch hour and company events, the
employees always discuss how they should and should not
behave to avoid risky actions.

The risk management culture is one of the main strategies
employed in strengthening the implementation of pervasive
risk management practices in the organization. EPF boards,
line managers, and all employees in the organization have
endeavored to nurture a risk management culture in perform-
ing their daily work. Operational risk management officer 8,
in charge of staff risk management training, said:

“...each of us talking about risk in many spaces. I
mean, space here refers not to the location but more
to occasions. We believe discussing and talking about
risk will help us understand risk. It also helps form a
culture that is alert to risk. I think that is how risk man-
agement can be easily understood and practised....”

When a topic is brought up in any setting, regardless of
time or location, it will eventually develop into a routine
discourse, which will develop into a habit for employees,
which will eventually develop into a culture inside an organi-
zation (Hashim et al. 2020b; Wales et al. 2020). When new
employees join an organization, their first task is to familiar-
ize themselves with the company’s traditions by observing
how such traditions are practiced (Hashim et al. 2019; Lyon
2018). As a result, the organization’s risk management cul-
ture is becoming more robust and contributes to forming a
new identity for the company.

@ Springer
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Theme 5: the historical element

The historical element explains how risk management’s his-
tory helps secure positive perceptions of risk management
implementation among organizational actors. In some stud-
ies, historical elements refer to the level of risk management
maturity in an organization (Alashwal et al. 2017; Chen
et al. 2022; Omer 2019; Rahman et al. 2022). The history of
risk management in the case company is proof that people
believe in what is already established. Senior investment
risk officer 3 said that the risk management structure was
already there when she entered the department in 2009. She
added by saying:

“At the time that I entered the department, the credit
risk section was not yet created and was a subset of
the investment risk section. When the current head of
the department entered the office in 2008, he thought
he needed to grow the credit risk section because
he thought that the credit function was more like an
independent assessment. The head of the department
emphasized that it is the best practice and how it is
practiced in a bank, [and it should be] noted that the
head of the department was from a banking back-
ground.”

Risk management has been altered and given disci-
plinary authority to govern the thinking and behavior of
organization actors thanks to these five fundamental parts
of the epistemic process. As a result, organizational actors
can only act in certain ways as defined by organizational
discipline.

Limitations and future research directions

The study only focuses on one primary organization, the
case company, which can be expanded in future research to
focus on multiple case studies using other prominent organi-
zations. In terms of methodology, this study adopts a quali-
tative approach. However, more interesting findings can be
obtained by using a mixed-method approach.

Conclusion

At the micro-organizational level, the study discovered
that all the five elements, structural, processual, relational,
cultural, and historical, occur in both dimensions of gov-
ernmentality (the discursive dimension and the technol-
ogy of government dimension). Some features, however,
are regarded as critical in a specific dimension of govern-
mentality. The most prominent factors in the discursive
dimension are historical and cultural. Both parts serve
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as a conduit for developing a risk management strategy.
The influence of local culture, which is what Malaysian
employees want, in creating a conducive and safe work-
ing environment, for example, justified the adoption and
implementation of risk management methods in the first
place inside the case organization.

Later, in the second dimension of governmentality,
the discipline manages many elements of organizational
players’ behavior by assigning roles and tasks. Proces-
sual, relational, and structural components are significant
in the case company’s risk management establishment in
this second level.

These five elements illustrate how risk management
becomes an organizational discipline through an epis-
temic process. It is true that it is not a simple process
that requires all levels of management to work together
and go in the same direction. Furthermore, this steady and
consistent growth is the outcome of great staff committed
to the task at hand. This is not the case if it appears at
first glance that the employees just obey the instructions.
Employee compliance is not a result of fear but a neces-
sary component of the process that requires total commit-
ment and participation. Moreover, effective top-down and
bottom-up communication is another relationship feature
that aids the implementation process.

From the internal aspect, each of the five elements is
critical in forming a robust risk management strategy for
a business. If one of these components is missing, the
risk management process may fail to be implemented.
From the external aspect, despite the many negative con-
sequences of the Covid-19 outbreak, it positively impacts
the process. It puts pressure on organizational actors, for
example, to change for better management and to accept
and grasp the importance of having a risk management
system to sustain and improve organizational perfor-
mance. Therefore, the study accepts the assumption that
elements from the macro- and micro-organization levels
influence and cases change the risk management practice
of the case company. This is because the case company,
one of many organizations that implement and adopt risk
management, now realizes there is a need for balance and
deep understanding of the consequence of risk manage-
ment adoption to the organizational actors and the organi-
zation itself.

This study’s main contribution is that risk manage-
ment officers and employees gain a better understanding
of the primary purpose of risk management, which helps
to lessen their fear, while from a theoretical perspective
the governmentality framework illustrates the elements of
the epistemic process of risk management discipline in
the case company. Empirically, this study emphasizes how
the macro- and micro-organizational elements interact to
produce risk management discipline.
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